	 
	Health Endeavors
	Note

	Client Info
	Practice Name
	 

	 
	 
	Please allow approximately 

	 
	
	72 hours for set up of SFTP accounts

	 
	 
	 

	CMS ACO Number
	 
	 

	 
	 
	 

	 
	Contact Info
	Health Endeavors Contact info

	Name
	 
	

	Email
	
	support@healthendeavors.com

	Phone
	 
	 

	 
	 
	 

	Network Info
	Allowed Ports
	 

	 
	ICMP [Inbound and Outbound]
	These are the ports that you

	 
	TCP: 22
	may need to allow on your

	 
	 
	local network in order to access

	 
	Traffic Type
	the SFTP server

	 
	SSH (SFTP)
	 

	Source IP
	 
	This is your public IP address that you will establish the SFTP connection from. The following IP ranges cannot be used as these are Private IP address ranges: 10.0.0.0 to 10.255.255.255. 172.16.0.0 to 172.31.255.255. 192.168.0.0 to 192.168.255.255.

	 
	 
	

	 
	 
	Your IT dept can tell you the public IP



